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BlueCoat BlueCoatSG SG5.5 Proxy

CheckPoint UTM-1 270 R70.1 Firewall
IBM Security Network IPS

IBM GX4004 43
IPS 4255 7.0(4)E4

Cisco ASA8.24 TARAYE
ASA 5540 ASDM 6.41 IPS
Network Security Platform

McAfee 1-2700 4.1.5.117

Juniper
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Windows 7
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Windows Server 2008

- CentOS 5.5 TAR YR SRRV
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Ping / Ping6 Windows, Unix{Z#v—)L

Nmap http://nmap.org/

Nessus http://www.nessus.org/nessus/intro.php
Netcat (%) http://www.sphinx-soft.com/tools/index.html
Netsparker http://www.mavitunasecurity.com/
THC-IPV6 http://www.thc.org/thc-ipv6/

X NetcatlZ L FHIpv6 TE A A
http://www.deepspace6.net/projects/netcat6.htmi
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B JRTLIEH

« Attacker :
CentOS (XxX.yyy.zzz.185 / 2001:DB8::1:103)
Windows XP ( 2001:DB8::1:155)
* Victim
CentOS (xxx.yyy.zzz.214 [ 2001:DB8::214)
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EIREEAN A (IPV6Ry T —I&EE)  IPV6 7RL AN ERTE

B AttackerlZIP7RLRZHTET S

« Windows XP(RFEaA<TR)

C:¥Documents and Settings¥nds> ipv6 install
C:¥Documents and Settings¥nds>netsh interface ipv6 set address "O—4J)L T 7
" 2001:DB8::1:155

« Cent OS(ERER)

[root@cent5 ~]# ifconfig

eth0  Link encap:Ethernet HWaddr 00:0C:29:22:51:50
inet addr:172.16.0.104 Bcast:172.16.0.255 Mask:255.255.255.0
inet6 addr: 2001:DB8::1:104/64 Scope:Global
inet6 addr: fe80::20c:29ff:.fe22:5150/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:3439450 errors:0 dropped:0 overruns:0 frame:0
TX packets:3720004 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:3057553688 (2.8 GiB) TX bytes:3096710499 (2.8 GiB)
Interrupt:177 Base address:0x1400
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ERENE (IPV6y kT —I1&KEE) : pingDEAT

B Attacker (Windows XP) A5 Victim(Zxt L Tping. ping6Zi£{E9 %

" pIng - ping6
C:¥Program Files¥Nmap>ping 2001:DB8::213 C:¥Program Files¥Nmap>ping6 2001:DB8::213
Pinging 2001:DB8::213 with 32 bytes of data: Pinging 2001:DB8::213

from 2001:DB8::1:155 with 32 bytes of data:
Reply from 2001:DB8::213: time=16ms

Reply from 2001:DB8::213: time=16ms Reply from 2001:DB8::213: bytes=32 time=16ms
Reply from 2001:DB8::213: time=16ms Reply from 2001:DB8::213: bytes=32 time=16ms
Reply from 2001:DB8::213: time=19ms Reply from 2001:DB8::213: bytes=32 time=15ms

Reply from 2001:DB8::213: bytes=32 time=16ms
Ping statistics for 2001:DB8::213:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), Ping statistics for 2001:DB8::213:
Approximate round trip times in milli-seconds: Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Minimum = 16ms, Maximum = 19ms, Average = 16ms Approximate round trip times in milli-seconds:

Minimum = 15ms, Maximum = 16ms, Average = 15ms

X ping / pingé A< R ABIEREEEoT=0 AR —1 3V BF(ICaTURREIEWNIER
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EEFREAZ (IPV6Ry T —I4REE) : DNSD@E(E

B Windows Server 2008 M i51Pv6 Enablet A k (www.iij.ad.jp) B L. IPv6
Disablet Ak (iij.marsflag.com) [Z$z#tL CDNSY ) DZEENZfEE T 5

Filter: | v Egression. Clew  Apply

No | Time | Source | Destratin | Protecol |Indo |+]

1891 600,012406C15¢0_72:98:84 COP/VIP/OTP/PAGP/UOLD cop bevice 10: INSARBSWOL Port 10: GigabitgErharnarn/a

IPv4 >4 HiTfig
e e ] DA IR ]

IPv6DZRIfRR ]
- . o sy e et .
1896 639,037719172.16.0.20 72.16.0 BROWSEF Domain/Workgroup Announcement WORKGROUP, NT workstation, Domain Enu
1897 639, 846235 2001 TCP 49260 > http [SYN] Seqe0 Wins=8192 Lens) MSSs1440 WSsB SACK_PERMsl
1898 639.854018 2001 Tce http > 49260 [SYN, ACK] Seqe0 Acksl WineS760 Lens0 MSS«1304 SACK_PEI
1899 639.856908 2001 ; TCP 49260 > hrtp [ACx] Seqel Ackel wine66304 Lene0
1900 639,874578 2001; HTTP  GET / HTTP/L1.1

1901 639.885687 2001: TCP http > 49260 [ACK] Seqel ACk«T747 wine725 - =
1502 639, 860400 2001: HITP  HTTP/1.1 304 Not Modified lPVG—GHTTPJE{E

SLAN0Arg QUEry A waw,11).40,)p

1904 639.906156 A . Bl iij.marsflag.comiZ

AAAADQuery  J

iij.marsflag.coml&IPv6
Enable TIXZZL D TIPVAT
HTTP:&{E
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B Attacker (CentOS) M5 VictimlZxfL TIPv6 TnmapZxE113 5%

[lac@cent5 ~]$ nmap -6 2001:DB8::213

Starting Nmap 4.11 ( http://www.insecure.org/nmap/ ) at 2011-02-15 17:09 JST
Interesting ports on 2001:DB8::213:

Not shown: 1676 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

5060/tcp filtered sip

Nmap finished: 1 IP address (1 host up) scanned in 12.775 seconds
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B Attacker (Windows XP) m 5 VictimlZxt L TIPv6 CnetcatZ£179 5

C:¥Documents and Settings¥nds¥7 X7 by J¥IPv6REEEY —)L>nc6.exe 2001:DB8::213 80
GET/HTTP/1.0

HTTP/1.1 403 Forbidden

Date: Tue, 15 Feb 2011 17:25:54 GMT
Server: Apache/2.2.3 (CentOS)
Accept-Ranges: bytes

Content-Length: 5043

Connection: close

Content-Type: text/html; charset=UTF-8
LU S
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IPV6IRIE CTHOUTM-1EMEIKS

2 ~ Check Point SmartView Tracker - [fw.log - IPv6]

Bl B Vew Qosy Nsvigate Tooks” Window  Heb

ERa? % [Bleomr

IPva7 KL X IPv67 kL R

e Network & Endoont | [, Active | B2 Mansgement , a=§7l<737L\ a=§7RjJ7A
5 £ Network & Endpoint Cueries B V=Zx~"@8 x& ¥+ 5 8 2 ) 53
= [ Predefined Y Scurce ¥ Destnation T 1P Source T IPVG Destinstion Y Proto ¥ ¥ RukeN. ¥ Sowrce Port A
£ All Records 200" S0 2007 I 7 P S—
= I Network Security Blades 2007 I 2007 I ) 2 pbriemp 2
(@ Frewall-1 GX Blade 2007 I3 2007 I obemp 2
+ U 1PS Bisde 200! I 5 2001 I I tcp 2 56198
s (3D Anti-Virus & Anti-Mabw 2001 I )5 2007 I 1 4 1% tep 56158
L SSL VPN Blade 2007 M3 2007 I ¢ ®wp 2 2-Standard 50728
+ B8 Voice over IP Blade 200 0 2007 I % tep 2 2-Standxrd 50611
}ﬁ Meiite g Blade 200 . O 4 I 1wep 2 2-Standard SO0
% (& IPSEC VPN Blade 2007 I 0 4 T wp 2 2-S1andaed S0T1
¢ 200" 107 14 I8 1 50711
? Wiotay Laesing 2007 14 7w |rg 2 35348
# =4 DLP Blade 4 14 .; tep ” W30
¥ & Advanced Networking Blat # T 1o 2 ot
0 URL Filtering Blade 14 ; tep 2 35351
& @b Anti-Spam & Emil Securfs 14 Y wp 2 38382
& UTM-1 Edee " 2 Kp 2 37440
= 8 Fremall Blade 14 I tep 37440
£ Frewall 14 X p 2 2-Standard 50150
m 12 e wp hip
'“': Frewall Logm Faikure 14 1% tep 2 2-Standard 51081
+ B More 214 I wp 2 tandsd 53605
= 1§ Endpoint Secirity Blades 214 I8 tep 2 2-Standad 33057
€ Frewall Events 2007 I % tcp 2 2-Stondard 38268
5 Blocked Programs 2007 I e wp http
5 Anti-spyware 0 tep 55430
& SmartDefense 1:; tep 2 2-Standsrd 55420
& hativius 1% wp http.
{5) Cliet Errors s s %. ::z : s :zzf
2007 I e 2 2-Stondae 7724
2 2:"':;&‘ i | ﬁfﬂ_]m e wp 2 2-Standdard Sees
B Custors 21':":_114 I tep http
_— 200" IS I tep hitp
< > v
y 5| (Hoady i 00 records n filk: 163890
Ready Track Logs: Read/Write
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UTM-107%5 3k #%})

"Number" "Date" "Time" "Interface" "Origin" "Type" "Action" "Service" "Source Port" "Source" "Destination" "Protocol” "Rule" "Rule Name" "Current Rule Number" "User"
"Partner" "Community" "Information" "IPv6 Destination" "IPv6 Source" "Product”

"433" "16Feb2011" "14:44:04" "br0" "utm-1""Alert" "Drop" "™ "™ "™ "™ " ipv6-icmp" ™ ™ "™ ™ "™ ™ "ICMP: Neighbor Solicitation; ICMP Type: 135; ICMP Code: 0; message_info:
Loopback address spoofing" "ff02::1:ff00:0" "::" "VPN-1 Power/UTM"

"460" "17Feb2011" "15:53:26" "Lan1" "utm-1""Alert" "Drop" "™ "™ "™ "™ " ipv6-icmp" ™ ™ ™™ "™ ™ "ICMP: Neighbor Solicitation; ICMP Type: 135; ICMP Code: 0;
message_info: Loopback address spoofing" "ff02::1:ff1f:7¢c2b""::" "VPN-1 Power/UTM"

"461" "17Feb2011" "15:53:26" "Lan1" "utm-1" "Alert" "Drop" ™ "™ ™" "™ " ipv6-icmp" ™ ™ ™ *|CMP: Neighbor Solicitation; ICMP Type: 135; ICMP Code: 0;
message_info: Loopback address spoofing” "ff02::1:ff00:241" "::" "VPN-1 Power/UTM"

"17096" "18Feb2011" "14:09:53" "DMZ" "utm-1""Alert" "Drop" "™ ™ "™ ™" " ipv6-icmp""™ ™™ ™™ ™ "ICMP: Neighbor Solicitation; ICMP Type: 135; ICMP Code: 0;

message_info: Loopback address spoofing” "ff02::1:fffb:3bec” "::" "VPN-1 Power/UTM"
"17097" "18Feb2011" "14:09:56" "DMZ" "utm-1" "Alert" "Drop" ™ ™ ™" ™ "ipv6-icmp" ™ ™ ™ ™ ™ "™ "|CMP: Neighbor Solicitation; ICMP Type: 135; ICMP Code: 0;
message_info: Loopback address spoofing" "ff02::1:ff00:211" "::" "VPN-1 Power/UTM"

"17102" "18Feb2011" "14:11:28" "DMZ" "utm-1""Alert" "Drop" ™ "™ "™ "™ "ipv6-icmp" ™ "™ "™ "™ "™ "™ "ICMP: Neighbor Solicitation; ICMP Type: 135; ICMP Code: 0;
message_info: Loopback address spoofing” "ff02::1:fffb:3bec" "::" "VPN-1 Power/UTM"

"17103" "18Feb2011" "14:11:32" "DMZ" "utm-1""Alert" "Drop" ™ "™ "™ "™ "ipv6-icmp" ™ "™ "™ "™ "™ "™ "ICMP: Neighbor Solicitation; ICMP Type: 135; ICMP Code: 0;
message_info: Loopback address spoofing" "ff02::1:ff00:211" "::" "VPN-1 Power/UTM"

"17104" "18Feb2011" "14:11:35" "DMZ" "utm-1""Log" "Accept" "™ "™ "™ "™ "ipv6-icmp" "2" ™" "2-Standard" " " "™ " inzone: External; outzone: DMZ; service_id: icmp-proto;
ICMP: Echo Request; ICMP Type: 128; ICMP Code: 0" "2001:DB8::2:a8""2001:DB8::211" "VPN-1 Power/UTM"

"17108" "18Feb2011" "14:12:22" "External” "utm-1""Log" "Accept” " "™ " " "ipv6-icmp" "2" ™ "2-Standard" "™ "™ "™ " inzone: DMZ; outzone: External; service_id: icmp-proto;
ICMP: Echo Request; ICMP Type: 128; ICMP Code: 0" "2001:DB8::211""2001:DB8::2:a8" "VPN-1 Power/UTM"

"17112" "18Feb2011" "14:13:26" "External" "utm-1""Alert" "Drop" "™ ™ "™ "™ "ipv6-icmp" ™ "™ "™ "™ "™ "™ "ICMP: Neighbor Solicitation; ICMP Type: 135; ICMP Code: 0;
message_info: Loopback address spoofing” "ff02::1:ff9d:15¢6" "::" "VPN-1 Power/UTM"

"17113" "18Feb2011" "14:13:30" "External” "utm-1""Alert" "Drop" "™ ™ "™ ™ "ipv6-icmp" ™ "™ "™ "™ "™ "™ "ICMP: Neighbor Solicitation; ICMP Type: 135; ICMP Code: 0;
message_info: Loopback address spoofing" "ff02::1:ff00:210" "::" "VPN-1 Power/UTM"

"17117" "18Feb2011" "14:14:16" "External” "utm-1""Log" "Accept" "http" "59642" ™" " "tcp" "2" "™ "2-Standard" " "™ "™ "service_id: http" "2001:DB8::211""2001:DB8::2:a8"
"VPN-1 Power/UTM"

"17139" "18Feb2011" "14:19:06" "External” "utm-1""Log" "Accept" " " " "™ "ipv6-icmp" "2" " "2-Standard" " " " "inzone: DMZ; outzone: External; service_id: icmp-proto;
ICMP: Echo Request; ICMP Type: 128; ICMP Code: 0" "2001:DB8::211""2001:DB8::2:a8" "VPN-1 Power/UTM"

"17142" "18Feb2011" "14:19:36" "External” "utm-1""Log" "Accept" "http" "60749" ™" ™" "tcp" "2" "™ "2-Standard" " "™ "™ "service_id: http" "2001:DB8::211""2001:DB8::2:a8"

"VPN-1 Power/UTM"
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EifREEAN A (IBM Security Network IPS)

B AT LIER
- ZEHIS: IBM Security Network IPS GX4004
« YIbkx7: Firmware 4.3 / XPU 31.020
-
- Attack/Audit 27 2 F¥EFZ). Inline SimulationE€—F
B Attacker. Victim
» Attacker : 2001:DB8::212

* Victim : 2001:DBS8::222

IPS

>

2001:DB8::212 2001:DB8::222

Il =

IS
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EiEfREEAN A (IBM Security Network IPS) :y—)Liz k3K %
B thc-ipv6 ICKDRF YU EEHT D

. Protection }
Issuell Ewvent Name Sewerity Source |P Target IP Protocol Diomain VianlDr Status Time
2108003 |PVE Fragment Cwerlso ‘ 2001 N C 12 2001 G2 O Globsl 25 Feb
12:21.
2110227 | |IPvE Invalid Hop by Hop Header "\r" 2001712 2002 D Global 25 Feb
2011
12:25:28
21080032 | |IPVE Fragme Jverlsg ‘ 200112 2001 D0 | O Globsl 25 Feb
12:25:5
2110227 | |PvE Invalid Hop by Hop Hesder "-"' 2001212 2001 G0 O Globsl 25 Feb
2011
12:25:28

IPVEEE /Ny 1R EN
SR FYNFEETEIHEIZDWNTIXIPVADIS S LLER THREEEEND ER
o=y (RAY oY ke
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EFREENZ (Cisco ASA)

B AT LIER
- REHEES: CISCO ASA 5540
. EBXTE
- Firewall : ASA 8.24 , ASDM 6.41 , TransParent E—F
- IPS: 6. XX, FAZRF ¥ RE—F
X ATAE—FIEINSOBEEEMLUI-T26H (HEZIIL—ILEILT ZEIEATER)
B Attacker, Victim
« Attacker: CentOS(IJNSA) xxx.yyy.zzz.185 /2001:DB8::1:103

 Victim : CentOS  xxx.yyy.zzz.214 /2001:DB8::214
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BAtFaUT 4R —Cav ERERES 1SOC]
EFREENZ (Cisco ASA)

m TAMEH

o BRETXE
— AN T IIF DT 2T ¥
— LEWMER—ZADIT 2F¥

« IPvBIZHFELT-EAERIE B
— ARV DERBRAEFOIRY XL
— 7o—hkI4IL2DE B
— UDS (User Defined Signature) M {ERL
— ARVMRHBED)yb/ A\ TryhEE

X RERDIEHR
THCY—ILDZEIT, IPVOIZ KB LT RF¥TITT—b IW—Ta4 T T—TILDHEER
RANA®D /Ny N FEER
g a—/3)LayL—ia BEREIXIPVE R XTI
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EEFREEN A (Cisco ASA) : BRET AR RN VT TIFDIYT 2Fv)
B Victim H—/\[ZxtL T, http://[2001:DB8::214]/etc/passwdiE{EF 5

evidsAlert: eventld=1041420469087331987 severity=medium vendor=Cisco
originator:
hostld: sensor
appName: sensorApp
applnstanceld: 414
time: 2011/02/22 07:38:06 2011/02/22 07:38:06 UTC
signature: description=Unix Password File Access Attempt id=3201 created=20010202 type=other version=S238
subsigld: 1
sigDetails: [ ¥x26=".]/etc/passwd[ ¥x26="7]
marsCategory: Penetrate/RetrievePassword/System
interfaceGroup: vsO
vlan: 0
participants:
attacker:
addr: locality=OUT 0.0.0.0
port: 54725
ipv6Address: locality=OUT 2001:DB8::1:103
target:
addr: locality=OUT 0.0.0.0
port: 80 ey =
ipv6Address: locality=OUT 2001:DB8::214 IEw "*ﬁﬂ]
os: idSource=unknown relevance=relevant type=unknown
context:
fromAttacker:
000000 47 4554 20 2F 65 74 63 2F 7061 7373 77 64 20 GET /etc/passwd
(LATER)

II“ 24 © 2011 ISOG-J
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IS

2% Cisco ASA B ETR—Uv—DIPVeD R DELD

B Y TODIPVeD R A E

participants:
attacker:
addr: locality=OUT 0.0.0.0
port: 54725
ipv6Address: locality=OUT 2001:DB8::1:103
target:
addr: locality=OUT 0.0.0.0
port: 80
ipv6Address: locality=OUT 2001:DB8::214

BREOT DIPFRLRAD R
[T ORI R—D
NODIERITIZELDIDTEE

AILE

B Y TODIPV6DEREEAE(Cisco IPSOYR—EM)

Sig. Name I Sig. ID Attacker IP Victim IP I Actions Taken | Vicitm Port
Unix Password File Access Attempt 320141 2001 2001: 80
Unix Password File Access Attempt 320141 2001 2001 80
Unix Password File Access Attempt 320141 2001 2001: 80
Unix Password File Access Attempt 32011 2001 2001 80
Unix Password File Access Attempt 320141 2001 2001: 80
Unix Password File Access Attempt 3201/3 2001 2001 80
II“ 25 © 2011 ISOG-J
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IS

EFREEN S (Cisco ASA) : FREIT AR (LEWMER—Z DY RF+)

B Victim H—/\IIX LT, nmapZzEi79 5

evidsAlert: eventld=1041420469087389965 severity=low vendor=Cisco

originator:
hostld: sensor
appName: sensorApp
applnstanceld: 414
time: 2011/02/24 11:19:36 2011/02/24 11:19:36 UTC

signature: description=TCP SYN Port Sweep id=3002 created=20010202 type=other version=S2

subsigld: 0
marsCategory: Probe/PortSweep/Non-stealth
interfaceGroup: vsO
vlan: 0
participants:
attacker:
addr: locality=OUT 0.0.0.0
port: 49379
ipv6Address: locality=OUT 2001:DB8::1:103
target:
addr: locality=OUT 0.0.0.0
port: 80
port: 256
port: 554
port: 22
port: 25
port: 21
ipv6Address: locality=OUT 2001:DB8::214
0s: idSource=unknown relevance=relevant type=unknown

IEE IR 4D

N

6
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EEFREEN A (Cisco ASA) : IPveIZ4FEL -5 ERIE H

B ARUADEHBRAMBFORY CIXLEORREE
Victim H-—/\ 2%t L T, http://[2001:DB8::214]/etc/passwdz200~5000[=]
ERTEEL-FFOREANG O LR (FEES R

RENFER -
letc/passwdE X {5 B DR A4 21

JOrajLEERIE 200[EH 1000[=] 5000[H]
IPv4 200 1000 5000
IPV6 200 1000 5000
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EEFREEN A (Cisco ASA) : IPveIZ4FEL -5 ERIE H

B 75—hJ1ILEDER

INSACentOS(2001:DB8::1:103)h 5D http://[2001:DB8::214]/etc/passwdZ R &1L
IFWNKDITERTE

BREGEER

Attacker

IPv6 : F& 40 VictimY—/\

2001:DB8::1:104
IPv4: #8400

IPv6: SRR %N XXX.YYY.zz2.214
2001:DB8::214

XXX.YYY.Z22z.185
2001:DB8::1:103 BEDIPV6RIEZTT—FJ4)L AT 8EE
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7

EietREEN A (Cisco ASA) : IPVeIZ4F{E L= ERIE B

B 7o—hJ4)LAEREEE

B Gisco ASDM 6.4 for ASA - 192.168.0.1 =3
Eile View Took Wizards Window Help Lok For: | | alil
(| o commamter| 7] e il e G mees| D O | Dot J cisco
Device List a /X > IPS Policies =]
% Add [ Delete & Comect | & add Virtual Sensor @ Edit [ Delete
Find: | [ - : . .
| I— ] . Signature Event fction Override Palicy .
- Assigned Interfaces tier Anomaly Detection
2 12700110443 Af N Gorpaire) Poley™  Rigk Rating | Actions to Add | Enabled | Policy
B 1270018443 | PO"C)' €
1192.168.0.1 ve  |GigabitEthernet0/1.0 (Backplane Interface) adD
= 192168010 hd GHRIS O Deny Pacie N
IPS a 2
| 48 Policies ~
R ]1PS Policies |
=-§ Signature Definitions
=] 'fﬂ zigl
& Active Si < 3
: g ::Ita“cka &/ Spyware Event Action Rules “rules0” for wirtual sensor “vs0" o
B Configurations Event Action Filters | IPvd Target Value Rating | IPv6 Tarest Valuz Rating | 08 Mentifications | Event Varisbles | Risk Gal 4 » = 2 Help
5= DDoS
-~ DoS Event Action Filters letz vou substract the actions associate with an event if the conditions for that event meet the criteria of the filter. i ]
83 Email % add @ Delete | 4 &
R 0sIFS i L2
: ﬁ Instant Messagrlg ; 0 Attacker Victim Risk .
_______ bt Mame  Enabled SigID SubSig ID UPvd / IPv6 / port) aPvd / TPv6 / porth Rating Actions to Subtract
- . 0-65635 0-68535 a
) Q00002 Mo 900-65535  0-285 0000-255.255.255.255 0.0.0,0-255.255.256 255 0-100  --Mone--
&., Device Setup 0-FFFF-FFFFFFFRFFFF. :0-FFFFFFFFFFFRFFFF
0-65535 0-65535
|g3 Firewall Q00003 Yes  900-65535 0-255 0000-265265265265  00.00-255.255265256  0-100
< -0-FFFF-FFFF-FFFF-FFFF. :0-FFFF:FFFF:FFFF:FFFF.
| (3% Remote Access VPN = 0-65535
| (43 site-to-Site VPN
[ es
| a Device Management
l »
4
<admin> 15 3 11/02/24 6:03:27 UTG
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EietREEAN A (Cisco ASA) : IPVEIZ4FE L= ERTE B

B UDSOYERL:

D host:2001:DB8::214% AN EH(Z L= 0 R F v DIERL
@ DestlP:2001:DB8:: 2 14% N EHICL=2 T 2 F v DIERL

REIFE R . DD H IR

evidsAlert: eventld=1041420469087390078 severity=medium vendor=Cisco
type=unknown
context:  originator:
hostld: sensor
appName: sensorApp
applnstanceld: 414
time: 2011/02/24 13:43:02 2011/02/24 13:43:02 UTC
signature: description=IPv6-test-attack id=60000 created=20000101 type=other version=custom
subsigld: 0
sigDetails: detect attack packets via IPv6
marsCategory: Info/Misc
interfaceGroup: vsO
vlan: 0
participants:
attacker:
addr: locality=OUT 0.0.0.0
port: 34351
ipv6Address: locality=OUT 2001:DB8::1:103
target:
addr: locality=OUT 0.0.0.0
port: 80
ipv6Address: locality=OUT 2001:DB8::214
II“ os: idSource=unknown relevance=relevant
30
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it

B UDSOD

Il -

f& Add Signature
I MName
=g Lescription

¥ Signature Name

O Alert Notes

O User Gomments

C Alert Traits

O Release

[ Signature Greation Date

[ Signature Type

I=Engine
' Event fiction
[ De Obfuscate
=I-Max Field Sizes
~Specify Max URI Field Leneth
Specify Max Are Field Length
—Specify Max Header Field Length
-Specify Max Request Field Length
=-Regex
~Specify URI Regex
~Specify Arg Name Regex
=-Specify Header Regex
Header Regex
Specify Request Regex
Service Ports
[ Swap Attacker Victim

Yalue

1ISCG-]

REENZ (Cisco ASA) : IPveIZ4{EL-SHERIE B

&% E | E

[PvE-test-attack

My Sig Info

Sig Comment
0

custom
20000101
Other

Service HTTP

Produce Alert

ez

Mo

Mo

Mo

Mo

Ma

Mo

‘es

(210020001 263« .
Mo

#WEBPORTS

Mo

[ Parameter uses the Default Value, Click the value field to edit the value.
" Parameter uses a User-Defined Value. Glick the icon ta restare the default valus.

Gancel ] [ Help ]

|€
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Xt

A

RETNZ (Cisco ASA) : IPVEIZHFEL-SKERIE B

RUMEHIEBED ) yb/ M yhEE:
BTEVY R FYERALEICEE LRIy yhEEEL. By a3 EdE R TS

2

BREGEER

7 dump.1 - Wireshark
File Edit View Go Capture Analyze §!ahsucs Telcphonz Tools Help

o N

Filter: | tcpstream eq 0

No. ~ Time
1 0.000000
2 0.001110
3 0.001129
4 0,.003294

3 A 021
8 0.004921

10 0.004927

9 0.004925 2001

v Expression. Clear Apply

Source Destination Protocol Info

:214 2001 215 TCP 47399 > http [SYN] Seq=0 win=5760 Len=0 MSS=1440 SACK_F
1215 2001 214 TCP http > 47399 [SYN, ACK] Seq=0 Ack=1 win=5712 Len=0 MSSs
1214 2001 215 TCP 47399 > http [ACK] Seq=1 Ack=1 win=5760 Len=0 TSV=2148J
1214 2001 1215 HTTP  GET HTTP/1.0

. \
215 2001 214 TCP TP > 47399 [RST, ACK) Seqel AcCk=235 Winw6784 Len=0

:214 2001 1215 Cp 47399 > http [RST] Seq=235 win=0 Len=0
:215 2001 http > 47399 [FIN, ACK] Seqe485 Ack=235 win=6784 Len=0

1214 2001 47399 > http [RST] Seq=235 win=0 Len=0

e
ZUUL

IPV6 7 KL RIZRST/ Ny bhE(E

© 2011 ISOG-J




BAtF1UTFARL—arBRERER 1SOCG]

EistREEN A (CiscolPS)

B AT LIER
- ERiEHERS: CiscolPS 4255
« YL 7: Firmware 7.0(4)E4 / Signature S547 ~ S549 s anry77—+)
« BRTE
- BT RTF N A—I—T I+ + IPVEBEEST
B Attacker. Victim
« Attacker : 2001:DB8::1:103

 Victm : 2001:DB8::213

IPS

>

2001:DB8::1:103 2001:DB8::213
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CiscolPS IPvet&&na 4

evidsAlert: eventld=1297111995923644999 severity=informational vendor=Cisco
originator:

hostld: cisco-v7 IPVYFE D7 5—R A,
appName: sensorApp [Jetc/passwd INDHTTP7 7+ X, nmap
cppnstancels 10 2k BRF LRI TE D LERER,

time: 2011/02/24 00:51:37 2011/02/24 09:51:37 JST

signature: description=Invalid IPv6 Header Traffic Class Field id=1706 created=20081031 type=other version=S365
subsigld: 0
sigDetails: Invalid IPv6 Header Traffic Class Field
marsCategory: Info/Misc

interfaceGroup: vsO

vlan: 0 |PV67PI/Z—G@§D_§*LT:75_|‘—GH:
partcpants: IPv4AD 1E#R(1£0.0.0.0&75%
;i%;:;?elgzlgé-:;tszooou?r fe80::xxx:222 | PV67 P I/X7b§§E ﬁiéhé
target: (IPVATHEHISNT=T75—FZIE.

addr: locality=OUT 0.0.0.0

ipv6Address: locality=0OUT ff02::x:yyyy:214

os: idSource=unknown relevance=relevant type=unknown
riskRatingValue: attackRelevanceRating=relevant targetValueRating=medium 25
threatRatingValue: 25
interface: ge0_0
protocol: IP protocol 58

ipv6Address{TI(E7ELY)
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CiscolPS /12— 21— X ([ZXAIPV6EREZDELD

e CiscoIPSAKIKIZEEEFREINSIPV67RL R

participants:
attacker:
addr: locality=OUT 0.0.0.0
ipv6Address: locality=OUT fe80::xxx:222
target:

addr: locality=OUT 0.0.0.0
ipv6Address: locality=0OUT ff02::x:yyyy:217

¢« YH—TY(IME) L TRRENSIPV6TRL X S g HM01H
S EBEShTIcRTEShD

Efrg 01N BN T=
A TR #EKSND

| Sig. Name | sem || Attacker IP | Victim IP
ICMPvE Neighbor Solicitation 1621/0 fed0; 222 02 217
Invalid IPv6 Header Traffic Class Field  1706/0 fed0: 222 ff[J2-21?I
ICMPv6 Neighbor Solicitation 1621/0 fe80: 222 02 217
Invalid IPv6 Header Traffic Class Field  1706/0 feB0; 222 0:0:0:0:0:0:0:0
ICMPvE Neighbor Solicitation 1621/0 fed0: 222 102 | R 1 7

« Cisco ASALEILIERREHERSINS,
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CiscolPST& IOV =81
o« VHRFYHRITARXTIPTRLARIAILAY T ERTE TIPVE TR

L RAZEETE TELLN,
— KDYIZT4ILRIL—ILTIEL, IPV6 PR RZ R E Al RE,

74l Edit Signature x| Ps) Edit Event Action Filter
MNaie | Walue |
. EbSpecity Port Range Yes = Name: Q00000
L Port Range 10256-65635 E bled ' - C
% Src Addr Filter Ves es No
2001 S 1 Si :
: ignature 1D: 1610
i~Dst Addr Filter Mo [
“ T Swap Attacker Victim Yes Subsignature ID ‘0
Ei-Event Counter
T Bvent Count 1 Attacker IPvd Address: [0000
- Event Gount Key Attacker address
-Specify Alert Tnterval Mo Attacker IPvE Address: l2001 “ 103
- Alert Erennencs -
Error E3 Attacker Port: }0-05535
@ [sre-addr-filter] Validation Error: The first octet in the [P address (20071 Sinmeeaes’ 1) i lleeal. Victim IPv4 Address: lﬂ 000
Victim IPv6 Address:  [O-FFFF-FFFFFFFFFFFFFFEFFFFFFFFRFFFF
=TT Global summary TRresnomd Ll Victim Port: Iﬁ_m
L O Summary Key Bittacker address
=+ Status Risk Rating: lﬁ to I'ICO
-~ ® Enabled Yes
0 Fetied Mo Actions to Subtract | [t/
- Obsaletes B (Glick to view or edit the details)
-« Vulnerable OF List General OS5 P
= Mars Gategory Yes -| More Ophons ¥
[ Parameter uses the Default Yalue, Click the valus field to edit the value
# Parameter uses a User-Defined Value. Click the icon to restore the default valus
ok | cacel | Hew |
K | Gancel | Help |

S ARFoNRAATARXTIPV6PRL X% T4)LZIL—ILTIXL., IPV6ZERE AT HE,
RTETELLY,
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CiscolPSTR DL V=M

o OSHERIHEEEIXIPVO TIZHERELERLY,

B
File View Tools Help

9, & 3
) Home | nnﬂguraunn‘ B Event Monitorine (] Reports | D Help cisco
Gonfiguration > cisco-v7 > Sensor Monitoring > Dynamic Data > OS Ientifications > Learned OS o
il Q Fefresh
i & Events The following are the leamed OS values mapped to IP addresses by the sensor. Click Clear List to remave all the learned OS values on your sensor.
155 Time-Based Actions
£ Denied Attackers Virtual Sensor | Host IP Address 0S Type. | Delete
o SR e
£ Host Blocks . &
%) Network Blocks vs0 windows=nt-2k-xp
BB Rate Limits vs0 windows-nt-2k-xp
B 1P Logeine vs0 windows=nt-2k-xp
155 Dynamic Data vs0 windows-nt-2k-xp
[ Anomaly Detection vs windows-nt-Zk-xp.
E-Q 0S Mentifications vs0 windows-nt-2k-xp
arn vs0 windows=nt-2k=xp.
Imported O vs0 windows-nt-2k-xp
55 Properties sl windows-nt-2k-xp.
4 Clear Flow States vs0 windows-nt-2k-xp
| Reset Netwark Security He e S
155 Support Ihformation i) windbe= i,
E SD\agnnsucS Report i T
g S""{‘S‘ ‘°:‘ by vs0 windows-nt-2k-xp
e e vs0 windows-nt-2k-xp.
vs0 windows-nt-2k-xp
vs0 windows-nt-2k-xp.
vs0 solaris
vs0 windows=nt-2k-xp
vs0 windows-nt-2k-xp
vs0 windows-nt-2k-xp
vs0 windows-nt-2k-xp
vs0 windows=nt-2k~xp.
vs0 linusx
vs0 salaris
vs0 windows-nt-2k-xp
vs0 windows-nt-2k-xp.
vs0 windows-nt-2k-xp
vs0 Tinusx
vs0 windows-nt-2k-xp
vs0 windows=nt-2k-xp
vs0 windows-nt-2k-xp
vs0 windows-nt-2k=xp
vs0 windows-nt-2k-xp
vs0 windows-nt-2k-xp e
4 i B vs0 linux.
vs0 linusx
&: Sensor Setup vs0 windows-nt-2k-xp
vs0 windows=nt-2k=xp.
@-} et vs0 linusx
vs0 windows=nt-2k-xp
ol
QY otees Vs windowsnt-2k-xp Export.
Q Y o vs0 windows-nt-2k-xp.
vs0 windows-nt-2k-xp o] _Clartist
[ Sensor Monitaring 2 o
i Refresh

| & Total EFS:

2128-H ) IPvess ) PSRy —)) | @ 3zvk Aok ) 26 - TR ) EEE - AEE | ) Windows 22 34

v _|[@ Gisco IPS Manager . € IPS Device Manager = il
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EtREEN A (NSP)

B XTLIER
« EXEMER: NSP 12700
. BE
— oY —/N\—232:4.1.5.117
— XR—TxY I TIN—23: I
B Attacker. Victim
 Attacker: CentOS(IPv4#&/aTF)
XXX.Yyy.zzz.214 [ 2001:DB8::214

 Victim : CentOS  xxx.yyy.zzz.215/2001:DB8::215
¥ NSPIZERELI=VictimP— /AN EBEDBENENLENST-=DO—HILIRET
FRELE
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EhefRENE (NSP)

m TXANEEH

- BETAE
— RUBVG 2T ¥
— Ay RRY—

o IPv6IZHFIEL-EAERIEH
— AR EREEENEFOERY ZIXL
- 75— EDER
— UDSOER
— ARUMERBED)yb/ N T yEE

X RETENIEE

THCY—ILDZET.IPVIZKBL T 2 FN¥T7vITT—h IIWN—T42 T T—TILDWESR
RANAD /Ny NFEER
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REFNA (NSP) : BEITAMRUE ST 2F )

Xt

B Victim H—/\[ZXL T, http://[2001:DB8::215]/etc/passwdE{E %

A

McAfee’ IntruShield 7 . o .* @ _

Alert Manager . S cidens

All Alerts [ Unsaved Yiew - 0 X
" All Alerts / Sensor v
All Alerts / Sensor [ vatf-nsp ]
Time l J Attack
| 02/2422:04:30 M HTTP: Attempt to Read Password File

Destination IP
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EMRFENE (NSP) : #E1T A () aARyP AR —)

B Victim —/\[2X LT, nmapzET9 5

Time Attack DestlIP

ThuFeb 24 1 0. cvN Port
20:25:24 ' 2001:0DB8:0000:0000:0000:0000:0000:0214 | 0 2001:0DB8:0000:0000:0000:0000:0000:0215 0
JST 2011 Scan

IEE IR 4D
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EHERREINE (NSP) : IPveIZi{E L-ERIE H

B ARUADEHBRAMBFORY CIXLEORREE
Victim H—/\[ZxfL T, http://[2001:DB8::215]/etc/passwdZ 200~ 5000[=]
EBREEL-FOBRINEHMD LER

RENFER -
letc/passwdE X {5 B DR A4 21

JakajLEERE 200 1000E  5000[EH

IPv4 (FEE A7) 200 1000 5000
IPv6 (FE & fa7) 200 1000 5000
IPv6 (B TaT) 200

X BRIIIGBDI7AILE HoO—KE10t v a3 P IZIREE

II“ 42 © 2011 ISOG-J




BAtF1UTFARL—arBRERER 1SOCG]

EHERREINE (NSP) : IPveIZi{E L-ERIE H

B 75—hJ1ILEDER
CentOS(2001:DB8::214)& TDhttp://[2001:DB8::214])/etc/passwdZF R &I LA L VKD

|ZERE
RAFER
Victim+t—/\
o —
< |Pv6: #R %0
IPv4 : #& %0
IPv6: A&
2001:DB8::215 XXX.YYY.zzz.214

2001:DB8::214

HEDIPVRIEZT 57— I LA EE
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BAEF1UTARL—LavEEERER

EHERREINE (NSP) : IPveIZi{E L-ERIE H

B UDSOYERL:

D host:2001:DB8::215% AN EH(Z L= T R F v DIERL
@ DestlP:2001:DB8:: 215%F N EHICL= T 2 F v DIERL

BRAFER: ODHRAN

B Alert Detail
Attack Nam UDS.ipv6 test ipvGattaci
Sensor ID: vAtt-nsp Interface: 1A-18 ViewEddt Attack Response
Severity: 6 State: Unacknowledged [ Save As Ewdence Report
im 0:56:28.000 JST  Alert ID 957350684 99 Bloc!
Domain: My Company Direction: Inbound Show Packet Log
Category: “es Subcategory: .- Advanced Configur ation
Result us: Maybe Successful  Detection Mechanism:
Vuines ity Relevanc Unknown VLAN 1Dz NA
Policy Name All-inclusive With Audi
Exploit
Exploit 1D: 1 Name: Signature-1298598249957
Net: Protoc cp Application Protocok: http
Source IP: 200+ - 1 Source Port: 55201
Destination IP: 2001+ > Destination Port. 80
Benign Trigger Probability: High
Signature #1: |
This signature matches against one or more of the following strings
« 2001 I > s [
-
<Prevalent || Nextaert> || close

||| 4

ISG-]
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EHERREINE (NSP) : IPveIZi{E L-ERIE H

B ARNVNMRRFD Vb Ty hELS:
BET RTFYERAMUIFISEERIC) BT YNEREL, EyiavERTSE
%

BREGEER

"t dump.8 - Wireshark
Eile Edit View Go Capture Analyze Statistics Telephony Tools Help

oo e BXZTE A¢20TF 2 Bl QQQ0 d§BR % B
Filter: tcpstream eq 1 v Expression. Clear Apply

No. Time Source Destination Protocol Info
4 20.759243 2001: 2215 2001: 214 TCP 34638 > http [SYN] Seq=0 win=5760 Len=0 MS5=1440 SACK_f

5 20.763750 2001: :214 2001 :215 TCP http > 34638 [SYN, ACK] Seqe0 Ackel Wine5712 Len=0 MSS«
6 20.763775 2001: ;215 2001: :214 TCP 34638 > http [ACK] Seq=1 Ack=1 wWin=5760 Len=0 TSVv=2166]
7 20.766398 2001: :215 2001: 1214 HTYTP GET HTTP/1.0

215 TCP http > 34638 [ACK] Seqel ACk=238 Win=6784 Len=0 TSve2l

12 20.768595 2001:
13 20.769030 2001:

14 20. 769558 2001:

1215 2001: 3 4638 > http [ACK] Seq=238 Ack=475 Win=6912 Lens0 TSVsi

2215 2001:

+214 2001:
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6. IPVGIRIE T EIK R

e IPV6F7RLRAZEEDvictimlZxl T AWMEILFEELLEMNST-
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7. &3 A0 MD

B RER D T8
o IPV67RLRIT DDA EEICSLN !
o A A—RYNELDIPV6 ping TVEEEVAER | CNIEITTKREE,
« PRLREBEEIZ[] PABEEHM->TEEL=,
« route tablet>neighbor cache## 29 57 R HM5AELY,
B |Pv6EXRFEIZDLNT
« E#TIE.RFCIZAISTz)L—ILEESTLNS
o FREBEAVGIDLHDHE BESABEILLZELD TIEELD,
REENRHDEATEEIAIZLVAWLSEIXEDIToNEME,
BRAERTABEA—IIZEVNTIEZDDOMN?
AR EEEGEEICIPV6TFL AT RTY SIHGATETTIAE—&R—RMTED K
S1ZLTIELLY,
IPV6 7L A% A LITHAEIZEIL—ILHAIFLLY,
N #—ERELIEFICHBRIESINTLESIEATLBTNLD T, AREKE
AERODE—FZEELELTIZLLY,
« AREERICEISRTHTFLRAEMMNKE ST,
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7. &AM

B PVt IsIZE T T
o IPVEXIEEIEZTOLSEDTZELSEEMNTLY,
— A—H—HIPVEXIIGL TS ELVSHE BRI LERZIE =72 —k
ZHEFENVT S, OXDIFTRLTEHSLLTIXES D,
* FQDNZEREH T HMRICIPVA-IPVED EL LD EBARE T 2 ELH D,
o BILARRANMIIPVA -IPVEMRIRENTWLNDIGE . #{TITHARE
B SERE R
« ARP SpoofingM*xtEEFEHELTLITE. RA Spoofing(? ) Xt (F %
NTULELDE, RFCHIIZESH DM ?

e Linux(Redhat®) TH IR YMIETTPZRLRELCEE/A8TETH/64IZH
STLES . HE?HBETHIEKRLGL?

 DNSO#HF|EZEZITBLAEDLEIDOMN? (SPAMT SV RARNEBEME
2155H7?)
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7. %*i:l%‘zh@

N an-H BIEE]L/—C

. 717)1,19/70)@,-%\%*ﬁﬂ%hfzﬁ%uiaﬁééﬁ NIHE(IPV67RL R A
L\ ELMESENDEDTEZETPRLIZOMN?)

« IPPRLRADIEZEFEXITEFENNE

o« PFYND—HOBRHERIZT IAINT —bOzAFBET HFENBALLEWN LY
O—AILABETIRONS=O . BR—T A DT IHILNT—RD A 1ZIEping
ME-TLED)
BEERDERLZEZATELOINELHS

u %0)1“30),., <18
FEZ T2 1T L3 T, ERICF 2O GO EEFE TS
TaATILARAYIREBTONSTIN a—T4 T BDREZED,
SICFHAREAVE,
BIESEAETIEIXREo=IHE . BIEDHF EIITFLRAAIPVEIZIE-T-1=1F T,
HEITHFYEDHLLLY,
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8. ZRil

B KNIRIMEEICEET 5RE
o IPVBIZEHT A RL—LavId IO TES-D T, FEERE IZBFfE A3 H
M2oT=(pingZT D2 EEZEWebTIHRRLEA S, , o )
« —RBIGEX ) TAHEEFDRIEIZITo=h, IPVEIZHFELT-/EssEF D
BAAAT- IR E R R TEGEMN o7

B SEDRE
o ARL—FROIVT=TFEXRIZLIZIPVOD NV XA VEHE (ARL—3
/XA T4 IPVAEDERD) BN E
« UTOERIZEDLDAZALAERIZIPV6DRBRIINTEIRENDE
- 5 i D B FE /T
H—EXDER/IZA
- IPVOIRIEZ W E LT HEEFHRTEHDSler
o IPveXICEMEEAYT HRIEFRIDERKGT (BERAS., Fv/\U T4,
[BEEYY R+, BEREDZRBREDHE) HNNBE
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9. ISOG-J IZRITHS5EZDEY #H A

B [Pv6 BAED/ N\ XA E#4T (INSA O Lab IREXE/EH)
o TATIARAYIRETODINTA— RI&EE
« IPv6 B EDMEHEENDHE(CET SR (LX) T HEBI~NDHRE
BEEHRN R AT LANDKHE)
« ZMDih

B IPVEICE T HEBDER
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