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1. I\RIIVDF7YIF—h2ERET(CFA

Parallels Plesk Panel 10.1.1 MU #15 [09-June-2011] [Z« v X]|B/\—/3 D Plesk - Plesk Panel @ 'J £— i85 {4,
[-1 phpMyAdmin XSS vulnerability hitp:/fwww.securityfocus.com/bid/47945/info. ‘ﬁﬁ!ﬁ:
[-1 SQL injection at subscription's owner changing in Plesk Panel. e Parallels Plesk Panel 10.3 for Linux/Unix
o » Parallels Plesk Panel 10.2 for Linux/Unix
[-1] Horde XSS injection.  Parallels Plesk Panel 10.1 for Linux/Unix
! T & Parallels Plesk Panel 10.0.x for Linuwo/Unix
-1 Multiple XSS vulnerabilit Plesk Panel. . )
L=l Hultele vunerabities I Flesk Fane « Parallels Plesk Panel 9.x for Linux/Unix
[-]1 sw-cp-server can be crashed by client certificate. » Parallels Ple - o
+ Pesk7sxr HE59MEICBI S S RIRE VU#310500, CVE-2013-0132, CVE-2013-013
Parallels Plesk Panel 10.0.1 MU #7 [09-June-2011] e Plesk T.1.xF
, o , ‘ , o Plesk7.0x SEE&:
[-1 phpMyAdmin XSS vulnerability http://www.securityfocus.com/bid/47945(info. e Parallels Ple  » Parallels Plesk Panel 11.x% for Linux
[-] SAQL injection at subscription's owner changing in Plesk Panel. » Parallels Ple » Parallels Plesk Panel 10.x for !._IﬂL.I)( )
« Parallels Ple « Parallels Plesk Panel 9.x for Linux/Unix
[-] Horde XSS injection. e ParallelsPle & Parallelg - "= ™o fom it
o Parallels Ple : - COA—RkKm! —_ T
3] Mt X35 wineraiftos in Plsk P, » Paratels if Parallels Plesk Panel : PHP-CGI I 1— R D U E— kb R{TOME5514
[-] sw-cp-server can be crashed by client certificate. » Plesk 7.x for FRE&:
R « Parallels Plesk Panel 9.2 for Linux/Unix
Parallels Plesk Panel 10.2.0 MU #7 [03-June-2011] —— « Parallels Plesk Panel 9.0 for Linux/Unix
t-1/ phpMyAdmin XSS vulnerability hitp:/fwww.securityfocus.com/bid/47948/info. Parallels Ples
CVE-2013-01
[-]1 SAQL injection at subscription's owner changing in Plesk Panel. BHEhTWwE ﬂﬁ
i AL ER ¥ kD T SO # ™ b AR - a
Parallels Plesk Panel 10.2.0 MU #12 [28-Nov-2011] FEBEEAHEE 2012 FE 5838, PHPCGl KO- REQ U E— FEHFORBHENES T HOFEhELE (CVE-
At Paralle 2012-1823) .
-1] S ity fix: ProFTPD Res Pool Use-After-Free Vull bility. -
[-1 Security fix: Prof ponse Pool Use-After-Free Vulnerability. ZhidE R EE Port 8443
Parallels Plesk Panel 10.3.1 MU #16 [24-Nov-2011] PHP-FastCGl & & 5 40 & Sources/Day _ 80.000
o o > : Targets/Day : >
[-1 Security fix: ProFTPD Response Pool Use-After-Free Vulnerability. m 2 200 ———— 1 o
Parallels Plesk Pai O : 170000 &£
Parallels Plesk Panel 10.4.4 MU #4 [23-Nov-2011] E 2,000+ | : 43
[-1 Spam filter sensitivity error. PP for Linux /§—: = 1,800+ -4 60,000 g
[ — - 4 =
[-1 Security fix: ProFTPD Response Pool Use-After-Free Vulnerability. Cg_,_LLE_Z' o 1,600+ ]
- 50,000
[-1/ Can not issue several SSL certificates via OpenSRS module. 1,400 + |
at allows an 1ous attacker remotely compromise Plesk server has been fixed. 1,200 40,000
Parallels Plesk Panel 10.1.1 MU #22 [14-Feb-2012] 1,000} ]
-4 30,000
[-1 SAL injection vulnerability that allows ancnymous attacker remotely compromise Plesk server has been fixed. 800
Parallels Plesk Panel 10.0.1 MU #13 [14-Feb-2012) 600 20000
[-] SAL injection vulnerability that allows ancnymous attacker remotely compromise Plesk server has been fixed. Gy 10,000
200
Parallels Plesk Panel 10.4.4 MU #16 [10-Feb-2012]
[-]1 fusrflocal/psalbin/repair -r throwing error "Argument 1 passed to Service_Dns_Zone::__construct() must be an instance ~

of DNSZone, instance of Db_Table_Row given".
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o AT NP ER, NV a v ESOEROEFHER I NAN-T3 0 TT, REXE, Plesk9 & Plesk 10 TRA Y
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FREROAT p—/T—Ta v}, VU-ABPRLESL 4ERMREZCYH—FENET,
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Parallels Plesk Panel 8 2006 9 B 20 B 202%3 /818 2012%9H818
Parallels Small Business Panel* 200911 B3E 201MFEBA1E 2012 T7TRA18
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JPCERT/CC
2013-84-08
<<< JPCERT/CC Alert 2013-84-28 >>>
|B/$—%53 @) Parallels Plesk Panel MFIMAICET 5 TEMRE
https:/Awww. jpcert.or. jp/at/2013/at130018 . himl
1. §E
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mysql> select concat ws( @, mail. mail_name, domains. name), accounts. password from domains, mail, accounts where doma
d=mail. dom_id and accounts. id=mail. account_id order by domains. name ASC mail. mail_name Hbﬂ.
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mysql> select concat_ws( @  mail mail_name, domains. name), accounts. password from domains, mail, accounts where dom
d=mail. dom_id and accounts. id=mail. account_id order by domains. name ASC, mail.mail_name ASC:
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