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NICE AHETORE
KSA-ID_[Statement Competency B-1.|B-2.|B-3.|B-4.[B-5.[C-3.[D-4.[D-5.]G-1./G-2.|G-3.{G-4.[G-5.[G-6.]G-7.|G-8.|G-9.[H-3.[I-5.[I-6
Skill in analyzing network traffic capacity and .
154 erformance characteristics. Capacity Management © G¥)
14 .Kncm{lt.adgg of server diagnostic tools and fault Computer Forensics o) o)
identification technigues.
340|Knowledge of types and collection of persistent data. |Computer Forensics [Oll )
Knowledge of which system files (e.g., log files, registry
346|files, configuration files) contain relevant information |Computer Forensics O (@]
and where to find those system files.
360 Sklll in |d.ent.|fy|ng and ijtr.actmg d.ata of forenslc Computer Forensics o
interest in diverse media (i.e., media forensics).
888 Knowledgg of types of digital forensics data and how Computer Forensics o
to recognize them.
1086 Knowledge of data carving tools and techniques (e.g., Computer Forensics o
Foremost).
Knowledge of common forensic tool configuration and .
1093 lications (e.g., VMware, Wireshark). Computer Forensics o
Computer Forensics [0)
Computer Languages (@]
Computer Languages [6)
Computer Languages o|l|o0o|lO0O|O|O|O|O|O|O|O|O|O o|O0O|0O|O|O
Computer Languages o|l|o0o|lO0O|O|O|O|O|O|O|O]|]O|O o|O0O|O|O|O
1088 Skill in using binary analysis tools (e.g., Hexedit, Computer Languages o) o) o) o o) o) o) o o) o) o) o o) o) o) o) o)
command code xxd, hexdump).
1115]|Skill in reading Hexadecimal data. Computer Languages O|lO[O[O[O[O[O]O]O]O|O|O Ol0o|O0[O|O
Skill in identifying common encoding techniques (e.g.,
Exclusive Disjunction [XOR], American Standard Code
118 for Information Interchange [ASCII], Unicode, Base64, Computer Languages 0|0|0|O0l0|O0|0|0|0O10]|O|O 0|o|l0|0O|O
Uuencode, Uniform Resource Locator [URL] encode).
Knowledge of cyber defense mitigation techniques and Computer Network
19|vulnerability assessment tools, including open source pu W oj|ofo|O0O|J]O|J]O|O|O|O|O|O|O O|lO0[O|O]|O
N e Defense
tools, and their capabilities.
59 Knowledge of Intrusion Detection System (IDS) tools |Computer Network ) o) o) Ie) ) o) o) Ie) ) o) o) o) Ie) ) o)
and applications. Defense
Knowledge of intrusion detection methodologies and Computer Network
66 |techniques for detecting host-and network—-based pu W o|jl|o|jJo|lOoO|O|]O|O|O]J]O|l|O|O]|O OlO0O|O|O]|O
N . L X . . Defense
intrusions via intrusion detection technologies.
146 Knowledge of the types of Intrusion Detection System [Computer Network o o) o) o) o o) o) o) o o) o) o) o) ) o)
(IDS) hardware and software. Defense
15 Skill of identifying capturing, containing, and reporting [Computer Network o)
malware. Defense
181 Sklll in detect\ng host and nerork based intrusions via|Computer Network ) o) o) ) o) o) ) o) o) o) ) o)
intrusion detection technologies (e.g., Snort). Defense
210|Skill in mimicking threat behaviors. Computer Network olo|o|o|o|o|o|lo|o|o|lo]|oO ojlo|o|o|o
227|Skill in tuning sensors. CGomputer Network (@]
Defense
Knowledge of and experience in Insider Threat
. S A - Computer Network
252|investigations, reporting, investigative tools and @]
N Defense
laws/regulations.
Knowledge of common adversary tactics, techniques, Computer Network
270|and procedures (TTPs) in assigned area of Py W o|lo|lOo|fO|O|J]O|]O|JO|O|]O|O|O o|O0|O0|O|O
v . " Defense
responsibility (e.g., historical country—specific TTPs,
Knowledge of defense—in—depth principles and network [Computer Network
277 . . o
security architecture. Defense
353 Skill in collecting data from a variety of cyber defense |[Computer Network o) o) o)
resources. Defense
896 |Skill in protecting a network against malware. g::;?‘l;ier Network o|O|O O
990 Knowledge of common attack vectors on the network [Computer Network o o) o o) o o
layer. Defense
991 Knc?wle(.:lget of dlfferef.t cla.ssets of attacks (e.g., passive,|Computer Network o o) o) o) o o) o) o) o o) o) o) o) o) o) o o)
active, insider, close-in, distribution). Defense
Knowledge of different operational threat environments
99 (e.g. f|r§t generitlor! [script kiddies], second ) Computer Network o o) o) o) o o) o) o) o o) o) o) o) o) o) o o)
generation [non—nation state sponsored], and third Defense
eneration [nation state sponsored]).
Knowledge of malware analysis concepts and Computer Network
1029 O
methodology. Defense
Knowledge of general attack stages (e.g., foot printing
106 and scanning, en.umgr.atlon, gaining access, escglatl.on Computer Network ) o) o) o) ) o) o) o) ) o) o) Ie) o) o) Ie) )
or privileges, maintaining access, network exploitation, |Defense
covering tracks).
Skill in deep analysis of captured malicious code (e.g., |Computer Network
1087 N O
malware forensics). Defense
Knowledge of malware analysis tools (e.g., Oily Debug, |Computer Network
1096 O
Ida Pro). Defense
Knowledge of virtual machine aware malware, debugger |Computer Network
1097 O
aware malware, and packing. Defense
1098 Skl|! in analyzing anomalous code as malicious or Computer Network o) o) o)
benign. Defense
1100[Skillin identifying obfuscation techniques. Compuiter Network o o o
Defense
1101 Skill in interpreting results of debugger to ascertain Computer Network o)
tactics, techniques, and procedures (TTP). Defense
Knowledge of the application firewall concepts and
functions (e.g., Single point of
authentication/audit/policy enforcement, message
. - AN Computer Network
1135|scanning for malicious content, data anonymization for Defense o| O
PCI and PII compliance, data loss protection scanning,
accelerated cryptographic operations, SSL security,
REST/JSON processing).
163 Skill in conducting information searches. Computer Skills OJ]O0lO|]O]OJO[O]lO]O|]O[O[O OlO0[O[O]O
222|Skill in the basic operation of computers. Computer Skills O|lO|O[O[O[O[O]O]O]O|O|O OlOo|O[O]|O
23 Skill in using the appropriate tools for repairing Computers and o)
software, hardware, and peripheral equipment of a Electronics
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Knowledge of basic physical computer components
and architectures, including the functions of various Computers and
264|components and peripherals (e.g., central processing Electionics o|l|o)jJ]Oo|lO|O|]O|O|O|]O|O]|O OlO0O|O|O]|O
units [CPUs], network interface cards [NICs], data
storage).
Skill in configuring and utilizing hardware—-based X .
" Configuration
891|computer protection components (e.g., hardware M OO ©)
. lanagement
firewalls, servers, routers).
Skill in configuring and utilizing software-based Configuration
892|computer protection tools (e.g., software firewalls, M e (ol Ne] (@]
. . lanagement
anti-virus software, anti-spyware).
Knowledge of collection management processes, Configuration
912 S v (¢]
capabilities, and limitations. Management
Skill in configuring and utilizing network protection Configuration
985|components (e.g., firewalls, Virtual Private Networks Management O|lO|lO|O]| O
[VPNs], network Intrusion Detection Systems [IDSs]). &
Knowledge of functionality, quality, and security
1005 requirements and how these will apply to specific Contracting/Procurement (@)
items of supply (i.e., elements and pr
1039 Skill in evaluating the trustworthiness of the supplier Contracting/Procurement o
and/or product.
Knowledge of processes for collecting, packaging,
316 transporting, and storing electronic evidence to avoid |Criminal Law (@)
alteration, loss, physical damage, or destruction of
982|Knowledge of electronic evidence law. Criminal Law [6)
983 Knowledge of legal rules of evidence and court Criminal Law o
[procedure.
Knowledge of encryption algorithms (e.g., Internet
Protocol Security [IPSEC], Advanced Encryption
Standard [AES], Generic Routing Encapsulation [GRE],
25 Internet Key Exchange [IKE], Message Digest Gryptography 0|0|0|O0l0|O0|0|0|010]0O|O0 0|00 0O|O0
Algorithm [MD5], Secure Hash Algorithm [SHA], Triple
Data Encryption Standard [3DES]).
27 Knowledge of cryptography and cryptographic key Cryptography ) o) fo) o ) o) fo) o ) o) fo) o o) fo) o ) o)
management concepts.
1114[Knowledge of encryption methodologies. Cryptograph: O|O[O|O]O|O[O|O]O|]O[O[O OlO0[O[O]O
Knowledge of data administration and data
28 standardization policies and standards. Data Management o o
31 Kn.onledge of data mining and data warehousing Data Management o) fo)
principles.
120 Knowledge 0f sources, characteristics, and uses of the Data Management olo
organization’ s data assets.
Knowledge of the capabilities and functionality
135|associated with various technologies for organizing and|Data Management O| O
managing information (e.g., databases, bookmarking
137 K.nowledge of the charac.terlstlcs of physical and Data Management o) fo)
virtual data storage media.
186]Skill in developing data dictionaries. Data Management [6)
188|Skill in developing data repositories. Data Management [6)
07|Skill in data mining technigues. Data Management [6)
10|Knowledge of database theory. Data Management [eNIe)
1007]Skills in data reduction. Data Management [oll 6]
Skill in one way hash functions (e.g., Secure Hash
1091 Algorithm [SHA], Message Direct Algorithm [MD5]). Data Management °O|©|o|o|o|o]o]O0|O0]O0]|O|O °oj¢|jojojo
1120 Ability to interpret and incorporate data from multiple Data Management o) fo)
tool sources.
Knowledge of data classification standards and
1128 methodologies based on sensitivity and other risk Data Management o o
152 Skill in allocating storage capacity in the design of data Database Administration o) fo)
mana;ement systems.
178|Skill in designing databases. Database Administration [ollIe)
213|Skill in optimizing database performance. Database Administration [oll Ie)
1124 Knowledge of advanced data remediation security Database Administration o) fo)
features in databases.
Knowledge of database management systems, query Database Management
32 ’ . (e e
languages, table relationships, and views. Systems
34|Knowledge of database systems. gai::: Management (@] (@] (@] (@] (@] (@] (@] (@] (@] (@] (o] (e] (o] (o] (e] (o] (o]
104 Knowledge of query languages such as Structured Database Management o o) fo) o o o) fo) o o o) fo) o o) fo) o o o)
Query Language (SQL). Systems
Skill in conducting queries and developing algorithms  [Database Management
166 o o
to analyze data structures. Systems
201|Skill in generating queries and reports. Database Management (@] (@] (o] (o]
Systems
208|Skill in maintaining databases. gai::: Management [0 o]
148|Knowledge of Virtual Private Network (VPN) security. |Encryption O|O[O|O]O|O[O|O]O|O[O[O OlO0[O[O]O
237 Skill in using Virtual Private Network (VPN) devices Encryption o ololo olo
and encryption.
917 Knowledge of social dynamics of computer attackers in External Awareness ) o) fo) o ) o) fo) o ) o) fo) o o) fo) o ) o)
a global context.
Knowledge of capabilities and applications of network
15|equipment including hubs, routers, switches, bridges, |Hardware Ol O Ol O
servers, transmission media, and related hardware.
83[Knowledge of network hardware devices and functions. [Hardware OO OO
226 Skill in the use of social engineering techniques. Human Factors O|O[O|O]O|O[O|O]O|O[O[O OlO0[O[O]O
Knowledge of authentication, authorization, and access .
Identity Management @]
control methods.
Knowledge of network access, identity, and access .
i management (e.g., public key infrastructure [PKI]). Identity Management o
08 Knowledge of policy—based and risk—adaptive access Identity Management o)
controls.
191 f(l:ln\ltrlglsdevelopmg and applying security system access Identity Management ) o) fo) o o) fo) o ) o)
Knowledge of organizational information technology
986|(IT) user security policies (e.g., account creation, Identity Management (@)
password rules, access control).
33 Knowledgg of database.procedures l.Jsed for Incident Management fo) o o)
documenting and querying reported incidents.
37 Knowledge of disaster recovery and continuity of Incident Management o o) fo) o o) fo)

operations plans.
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60 Know.ledg.e of incident categories, incident responses, Incident Management o
and timelines for responses.
Knowledge f’f incident response and handling Incident Management o fo) o
methodologies.
16/Skill in recovering failed servers. Incident Management [oXl Ie)
29| Skill in using incident handling methodologies. Incident Management [@)
78|Knowledge of root cause analysis for incidents. Incident Management [l ol el le)
80| Skill in performing root cause analysis for incidents. Incident Management OlOo|O
3g|Knowledge Of. organization’s enterprise information Information Assurance o|lo0o|lO|lO|O|J]O|J]O|JO|O|O|O|O oOfO0|O|O]|O
security architecture system.
46|Knowledge of fault tolerance. Information Assurance O|O0[O]|O [oXl i)
Knowledge of information assurance (IA) principles
55|used to manage risks related to the use, processing, |Information Assurance ojl|o)jo|lOoO|jO|]O|O|JO|]O|J]O|O|O|]O|l|O|O|JO]|]O]|O
storage, and transmission of information or data.
Skill in determining how a security system should work,
183 including its resilie.nce an.d.dependability capabilities, Information Assurance o o) o) o o) o) o o
and how changes in conditions, operations, or the
environment will affect these outcome:
893|Skill in securing network communications. Information Assurance [oll le) [l le)
895 Skill in recognizing and categorizing types of Information Assurance oO|lO0O|]O|O|J]O|O|J]O|O|J]O|O|]O]|O O|O0|O|O
vulnerabilities and associated attacks.
49 Knowlec!ge of host and network access control Information fo) o o o) fo) o o o
mechanisms (e.g., access control list). Systems/Network
58 Knowlefige of known vulnerabilities from alerts, Information olololo|lolo|lolololololo olololo
advisories, errata, and bulletins. Systems/Network
64 Kn.onledge of information security systems engineering|Information ) o) fo) o ) o) fo) o ) o) fo) o o) fo) o )
principles. Systems/Network
Knowledge of information technology (IT) security Information
70|principles and methods (e.g., firewalls, demilitarized Systems/Network o|jl|o|jo|lOoO|JO|J]O|O|O]J]O|l|O|O]|O OlO0O|O|O
zones, encryption). Security
Knowledge of current industry methods for evaluating,
implementing, and disseminating information Information
77|technology (IT) security assessment, monitoring, Systems/Network (@)
detection, and remediation tools and procedures, Security
utilizing standards—based concepts and capabilities.
87|Knowledge of network traffic analysis methods. Information oO|O0|O0O|O|JO|O|O|0O]|O o|O0|0O]|O
Systems/Network
Knowledge of the Enterprise Network Defense (END)  (Information
138|provider reporting structure and processes within one’ [Systems/Network Ol O
s own organization. Security
Knowledge of what constitutes a network attack and  |Information
150 the relationship to both threats and vulnerabilities. Systems/Network o Rl e R A S A R R A R °|o|o|©°
- ) N Information
175(Skill in developing and deploying signatures. Systems/Network O
197 Skill in discerning the protection needs (i.e., security  (Information o
controls) of information systems and networks. Systems/Network
205 Skill in implementing, maintaining, and improving Information o
established security practices. Systems/Network
915 Knowledge of front—end collection systems, including |Information o o)
network traffic collection, filtering, and selection. Systems/Network
. . Information
923|Knowledge of security event correlation tools. Systems,/Network O|O0|O|O (O o]
1033 Knowledge.of basic system a.dministra.twon, network, Information o o) fo) o o o) fo) o o o) fo) o o) fo) o o
and operating system hardening techniques. Systems/Network
Knowledge of network security architecture concepts, |Information
1072|including topology, protocols, components, and Systems/Network o|jl|o|j]o|lOoO|JO|J]O|O|O]J]O|l|O|O]|O OlO0O|O|O
principles (e.g., application of defense=in—depth). Security
- . . A Information
1118|Skill in reading and interpreting signatures (e.g., Snort). Systems/Network o| O o| O
. . L Information
1119|Knowledge of signature implementation impact. Systems/Network O
Information Technology
106 Knowledge of remote access technology concepts. Architecture @)
141 Knowledge of the enterprise information technology Information Technology fo) o
(IT) architecture. Architecture
76 Knowledge of measures or indicators of system Information Technology o o) fo) o o) fo) o o
performance and availability. Performance Assessment|
9 i(nowl.edge of performance tuning tools and Information Technology ) o) fo) o o) fo) o )
echniques. Performance Assessment
Skill in identifying and anticipating server performance, |Information Technology
202|270 N / . o|jOo|0O|O
availability, capacity, or configuration problems. Performance Assessment|
Skill in identifying measures or indicators of system Information Technology
203|performance and the actions needed to improve or P oO|O|O|O OlO0O|O|O
N erformance Assessment
correct performance, relative to the goals of the
. L . Information Technology
211|Skill in monitoring and optimizing server performance. Performance Assessment| oO|O0|0O]|O
Knowledge of communication methods, principles, and
12|concepts (e.g., encoding, signaling, multiplexing) that  |Infrastructure Design O| O
support the network infrastructure.
Knowledge of organization’s Local Area Network .
41/(LAN)/Wide Area Network (WAN) pathways. Infrastructure Design °o|¢o|jo|o|o© °|©°
50 Knowledge of h(.;w network services .and.protocols Infrastructure Design o o) fo) o o o) fo) o o o) fo) o o) fo) o o
interact to provide network communications.
Knowledge of local area network (LAN) and wide area
72|network (WAN) principles and concepts, including Infrastructure Design O| O Ol O
bandwidth management.
Knowledge of network protocols (e.g., Transmission
Critical Protocol/Internet Protocol [TCP/IP], Dynamic .
81 Host Configuration Protocol [DHCP]), and directory Infrastructure Design 0|0|0|O0l0|O0|0|0|010]0O|O0 0]l]o0|0|0
services (e.g. Domain Name System [DNS]).
82 Know!edge .of n.etwork design processes, including Infrastructure Design o o) o o
security objectives, operational objectives, and
Knowledge of how traffic flows across the network
92|(e.g., Transmission Control Protocol and Internet Infrastructure Design o|jl|o|jo|lOoO|JO|J]O|O|O]J]O|l|O|O]|O OlO0O|O|O
Protocol [TCP/IP], Open System Interconnection
Knowledge of common networking protocols (e.g.,
Transmission Control Protocol and Internet Protocol
139|[TCP/IP]) and services (e.g., web, mail, Domain Name |Infrastructure Design o|j|ofOo|O0O|J]O|J]O|O|O|O|O|O|O O|lO0|[O|O

System [DNS]) and how they interact to provide
network communications.
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212 Skill in !1etwork mapping and recreating network Infrastructure Design o o)
topologies.
Knowledge of common network tools (e.g., ping,
271|traceroute, nslookup) and interpret the information Infrastructure Design o|jl|o|jo|lOoO|JO|J]O|O|O]J]O|O|O]|O OlO0O|O|O
results.
1059|Knowledge of networking protocols. Infrastructure Design O|O[O|O]O|O[O|O]O|]O[O[O OlO0[O]O
1064 :gho;vr:zisge of Extensible Markup Language (XML) Infrastructure Design oO|lO0O|]O|O|J]O|O|J]O|O|J]O|O|]O]|O O|O0|O|O
Skill in deploying Service Gateway at the network edge
as the first point of contact or proxy into enterprise .
"3 infrastructure handling layer 7 protocols (e.g., web, Infrastructure Design o o
XML SOAP, REST, or legacy protocols [EDI]).
Skill in conducting open source research for
165 troubleshooting novel.c.lient—level problems (e.g. .online Knowledge Management o) fo)
development communities, system security blogging
sites).
230|Skill in using knowledge management technologies. Knowledge Management [6)
377 tSki” in trackir.lg .and analyzing terj‘hn.ica\ and legal Legal, Government, and o o) o) o o o) o) o o o) fo) o o) fo) o o
rends that will impact cyber activities. Jurisprudence
75 Kﬁowledge of mathematics, including Iogarithrr?s,. Mathematical Reasoning fo)
trigonometry, linear algebra, calculus, and statistics.
172 Skill in creating and utilizing mathematical or statistical Modeling and Simulation o)
models.
187]Skill in developing data models. Modeling and Simulation [6)
157 Skill in applying host/network access controls (e.g., N
" letwork Management O| O
access control list).
167 Ski.\l in conducting server planning, management, and Network Management o) fo)
[maintenance.
171 Ski\l in correcting physical and technical problems that Network Management o) fo)
impact server performance.
194|Skill in diagnosing connectivity problems. Network Management O|l|O0o]lO O
195[Skill in diagnosing failed servers. Network Management [oll 6]
221 Skill in %esting and configuring network workstations Network Management o) o)
and peripherals.
Skill in using network management tools to analyze
231 |network traffic patterns (e.g., simple network Network Management oO| O
management protocol).
Knowledge of the range of existing networks (e.g.,
Private Branching Exchange [PBX], Local Area
902/ etworks [LANS], Wide Area Networks [WANs], Network Management S
Wireless Fidelity [WI-FI)).
903|Knowledge of Wireless Fidelity (WI-FI). Network Management [ol le)
Knowledge of network systems management principles,
1073|models, methods (e.g., end-to—end systems Network Management oO| O
performance monitoring), and tools.
20|Knowledge of complex data structures. Object Technology [e)
90[Knowledge of operating systems. Operating Systems OlO0 10O OlOo O
113|Knowledge of server and client operating systems. Operating Systems OlOo| O OlOo O
286 ng_ioev;lledge of file extensions (e.g., .dll, .bat, .zip, .pcap, Operating Systems o o o 10 o o o 10 o o o 10 o o o 10 o
Knowledge of file system implementations (e.g., New
287|Technology File System [NTFS], File Allocation Table |Operating Systems O|lO| O
[FAT], File Extension [EXTI).
344 Know!edge of virtualization technologies and virtual Operating Systems o
[machine development and maintenance.
347 Knowledg:e of Windows command line (e.g., ipconfig, Operating Systems ololololololololol|o olololo|lo]|o
netstat, dir, nbtstat).
Skill in identifying, modifying, and manipulating
364|applicable system components within Windows, Unix, |Operating Systems Ol O
or Linux (e.g., passwords, user accounts, files).
Skill in reading, interpreting, writing, modifying, and
executing simple scripts (e.g., PERL, Visual Basic
371|Scripting [VBS]) on Windows and Unix systems (e.g, |Operating Systems o|jl]ojo|lOoO|jJO|J]O|O|O]J]O|J]O|lO|O|J]O|lO|O]|]O]|O
tasks such as parsing large data files, automating
manual tasks, fetching/processing remote data).
386 Skill in using virtual machines. Operating Systems OlO[O[O[O[O[O]O0O]O]O]lO|]O|O[O[O[O]O
1008 .Knonledge of how to troub_leshoot basic systems and Operating Systems o o) fo) o o o) fo) o o o) fo) o o o) fo) o o
identify operating systems-related issues.
Knowledge of Unix/Linux operating system structure
1063|and internals (e.g., process management, directory Operating Systems o|lo|lo|lO0O|O|O|J]O|JO|O|J]O|O|O|O|O|O|O]|O
structure, installed applications).
1117{Skill in utilizing virtual networks for testing. Operating Systems [ell le)
1121|Knowledge of Windows and Unix ports and services. _|Operating Systems O]l]O0o]l]OolOofJO]lO]lOf[O]O]lO[O[O OlO0O]O|O
376 Skill irT talking to others to convey information Oral Communication olo ol o
effectively.
Knowledge of intelligence reporting principles, policies,
procedures, and vehicles, including report formats,
300|reportable criteria (requirements and priorities), Organizational Awareness Ol O (@)
dissemination practices, and legal authorities and
restrictions.
1056|Knowledge of operations security. Public Safety and O|O[O|O]O|O[O[O]O]O|O[O|O]O]O[O[O]|O
Knowledge of the principal methods, procedures, and
338[techniques of gathering information and producing, Reasoning O|lO| O
reporting, and sharing intelligence.
350| Skill in analyzing memory dumps to extract information.|Reasoning [@)
383 Skill in using scientific rules and methods to solve Reasoning ) ol o
problems.
1021|Knowledge of risk threat assessment. Risk Management [6)
1011 Knowlec!ge. of processes for reporting network security Security o )
related incidents.
116|Knowledge of software debugging principles. Software Development [6) [e) OO
168|Skill in conducting software debugging. Software Development [e) [e) [l le)
18 Skill in.develop\ng ap.phc.ations that can log errors, Software Development o
exceptions, and application faults.
973|Skill in using code analysis tools to eradicate bugs. Software Development. [e)
1094|Knowledge of debugging procedures and tools. Software Development [e) [e) [l le)
Knowledge of software development models (e.g., . .
18| Waterfall Model, Spiral Model, Agile Model). Software Engineering °
119|Knowledge of software engineering. oftware Engineering [e)
170[Skill in configuring and optimizing software. oftware Engineering [e)
976|Knowledge of software quality assurance process. oftware Engineering [e)
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Knowledge of secure software deployment . .
107 methodologies, tools, and practices. Software Engineering o
Ski\l.in creating Pprograms that valide?te and process Software Testing and
174|multiple inputs, including command line arguments, E . (o]
. X . valuation
environmental variables, and input streams.
974 Ability to tailor code analysis for application—specific |Software Testing and o)
concerns. Evaluation
294 Knowle.dge of h.acking methodologies in Windows or Surveillance o) )
Unix/Linux environment.
51 Knowledge of how §ystem components are installed, Systems Integration o
integrated, and optimized.
99 Knowledge of principles and methods for integrating Systems Integration o) fo)
server components.
112 Kno.wled.ge of server administration and systems Systems Life Cycle o o) fo) o o o) fo)
engineering theories, concepts, and methods.
129 .Knowl.edge of system Iif(ﬂT cycle mana.g.ement principles, Systems Life Cycle o o) fo) o o o) fo)
including software security and usability.
142 K.nowle?lge of the operations .and processes for Systems Life Cycle o o) fo) o o o) fo)
diagnosing common or recurring system problems.
144|Knowledge of the systems engineering process. Systems Life Cycle [l ol el el el el le)
Knowledge of the type and frequency of routine
145[maintenance needed to keep equipment functioning Systems Life Cycle oO|l|OoO|J]O|O|O|O|O
[properly.
Skill in identifying possible causes of degradation of
204|system performance or availability and initiating Systems Life Cycle oO|l|O|J]O|O|O|O]|O
actions needed to mitigate this degradation.
206/ Skill in installing computer and server upgrades. Systems Life Cycle [l ol el el el el le)
1061|Knowledge of the life cycle process. Systems Life Cycle [l ol el el el el le)
88 _Krnowledge of new and emerging .Inforrnatlon . Technology Awareness co|o|lO0|O0O|J]O|O|JOfO|O|O|O|O|]O|O|O|O|O
echnology (IT) and cyber security technologies.
155 Skill in applyir}g and \ncorporating information Technology Awareness )
technologies into proposed solution:
244|Ability to determine the validity of technology trend Technology Awareness [e)
282|(nowledge of emerging computer-based technology Technology Awareness co|j|o|lo|jO0|O|O|JOfO|O|O|O|O|]O|O|O|O|O]|O
that has potential for exploitation by adversaries.
Knowledge of key industry indicators that are useful
207 for identifying technology trends. Technology Awareness o
Knowledge of products and nomenclature of major
vendors (e.g., security suites: Trend Micro, Symantec,
321 McAfee, Outpost, Panda, Kaspersky, etc.) and how Technology Awareness o|©o
differences affect exploitation/vulnerabilities.
952 \}fSlz::::ﬁietizz emerging security issues, risks, and Technology Awareness ofo|O0|O|O|JO|OfO|O|O|JO|O|O|O[O|O|O]|O
Knowledge of different types of network
communication (e.g., Local Area Network [LAN], Wide
278|Area Network [WAN], Metropolitan Area Network Telecommunications oO| O
[MAN], Wireless Local Area Network [WLAN], Wireless
Wide Area Network [WWAN]).
Skill in conducting vulnerability scans and recognizing [Vulnerabilities ) o) ) o)
vulnerabilities in security systems. Assessment
Ability to identify systemic security issues based on Vulnerabilities fo) o
the analysis of vulnerability and configuration data. Assessment
10[Knowledge of application vulnerabilities. Vulnerabilities OlOIOIO[O[O[O[O0O]O1O]lO]lOlO[O[IO[O[O]O
93|Knowledge of packet-level analysis. Vulnerabilities O|O[O|O]O|O[O[O]O]O|O[O|O]O]O[O[O]|O
95 i(nowl.edge of penetration .testing pri.nciples, tools, and [Vulnerabilities o o) fo) o o o) fo) o o o) fo) o o o) fo) o o o)
echniques (e.g.. metasploit, neosploit). Assessment
Knowledge of system and application security threats
and vulnerabilities (e.g., buffer overflow, mobile code,
cross—site scripting, Procedural Language/Structured [Vulnerabilities
105 Query Language [PL/SQL] and injections, race Assessment 0|0|0|0|0]0|0]0|0[0|0IO0|OIO0|OIO0]0O|O
conditions, covert channel, replay, return—oriented
attacks, malicious code).
123 Knowledge of.s.ystem and application security threats |Vulnerabilities o o) fo) o o o) fo) o o o) fo) o o o) fo) o o o)
and vulnerabilities. Assessment
214 Skill in performing packet-level analysis using Vulnerabilities o) o o)
appropriate tools (e.g., Wireshark, tcpdump). Assessment
225 Skill ir.1 the use of penetration testing tools and Vulnerabilities o) o o)
techniques. Assessment
233(Skill in using protocol analyzers. Vulnerabilities [e) [e) [e)
922 Skill in uslng network analysis tools to identify Vulnerabilities o) o o)
vulnerabilities. Assessment
1062|Knowledge of software reverse engineering technigues.|Vulnerabilities [e)
1089|Knowledge of reverse engineering concepts. Vulnerabilities [e) [6)
1095 Knowledge of how different file types can be used for [Vulnerabilities ol o
anomalous behavior. Assessment
Knowledge of web services, including service oriented
149(architecture, Simple Object Access Protocol (SOAP), [Web Technology O| O O| O
and web service description language.
900|Knowledge of web filtering technologies. Web Technology OlOoflOfOfO [6) [Ol le) [oX el el Ne)
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National Cybersecurity Workforce Framework (NIST)
http://csrc.nist.gov/nice/framework/



